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Secrets of web surfing–revealed!

Retrieve home page
representation

Decode incoming 
representation
and determine
current state

Decide which hypermedia
control will bring you closer

to the desired state

Activate the
hypermedia control

Is this 
the

desir
ed 

state
?

Profit!

New representation is 
sent



A talk about users

Credit: Flickr user SydneyWalker



Ubuntu



Launchpad



The Launchpad web service

Credit: Flickr user 
elston



Meet my users

 Ubuntu desktop developers
 Distribution managers
 Other free software developers



Up from XML-RPC

 Starting at Canonical
 I can do whatever I want...
 ...but I must write a Python client library that 

hides 'the REST stuff'.



The PyAmazon Precedent

 Written by Mark Pilgrim
 Michael Josephson took over in January 2004
 Broke on April 16, 2004
 Fixed on April 22, 2004
 Broke again in 2008
 Josephson is looking for a new maintainer



Who's the fall guy?

 Write this friggin Python library
 Change it whenever the web service changes
 I'm the fall guy
 Aaaargh



"The REST stuff" to the rescue

 Start by loading a 'home page'
 Make it easy to perform the hypermedia 

algorithm, over and over
 No need to change the client when the web 

service changes
 No need to explain HatEoAS



Revealing mistakes



Cheating

 httplib2.debuglevel = 1
 Hmm...
 GET /bugs/567004
 Who'll be there to hold your hand when your 

cheat breaks?
 (I will–I'm the fall guy, again.)



...but they don't like web browsers

Credit: Flickr user jurvetson



The application gets a request token

Desktop app
"Padre" Launchpad

Give me a request 
token!

Your request token is "footoken1".



The end-user logs in to Launchpad

Web browser Launchpad
I want to authorize an OAuth request 
token!

First you must log in!

OK, my username is 'leonardr', my password is 
'ef1'

Padre wants access to your Launchpad accoun.t Grant 
access?

Desktop app
"Padre"



The end-user authorizes the desktop app

Web browser Launchpad
I grant Padre access to my Launchpad 
account!

You got it.

Desktop app
"Padre"



The application exchanges the request 
token for an access token

Launchpad
Did that 'footoken1' thing work 
out?

Desktop app
"Padre"

Like a charm; use 'bartoken2' from now 
on.



Cheating

Desktop app
"Padre" Launchpad

My username is 'leonardr', my password is 
'ef1'

leonardr, Padre wants access to your Launchpad account. Grant it?

But of course!

Access 
granted.

Web browser



The invention of cheating

 Leonov
 Ground Control
 Et tu, ubuntu-dev-tools?



Sir, explain yourself!

 User experience!
 Desktop apps already 0wnz you



And then everything broke

 Client's been making canned HTTP requests
 Server stops accepting those requests
 Client breaks!
 Name that tune



OAuth 2.0 to the rescue?

Desktop app
"Padre" Launchpad

My username is 'leonardr', my password is 
'ef1'

Padre wants access to your Launchpad account. Grant 
it?

But of course!

Access 
granted.

(No longer cheating!)



Is it appropriate?

 "Suitable in cases where the end user already 
has a trust relationship with the client, such as 
its computer operating system or highly 
privileged applications."

 "Authorization servers SHOULD take special 
care when enabling user credentials flows, and 
SHOULD only use them when other delegation 
flows are not viable."



Wait, why did we change Launchpad 
login?

 Oh yeah...
 We want Launchpad to be an OpenID relying 

party
 Log in to Launchpad using your Facebook 

account, LiveJournal account, etc.
 "Launchpad username" and "Launchpad 

password" no longer mean anything
 Can't authenticate with an arbitrary OpenID 

provider from a desktop app
 (Unless the desktop app is a web browser!)



Solutions

 Give up our dreams
 Give up some of our dreams
 Reduce the number of browser opens



Conclusion

Credit: Flickr 
user
Totally Severe

 Developers don't find 
hypermedia exciting.

 They'll hack around it if 
it gets in the way.

 But they'll use it and 
love it (without noticing 
they're using it) if their 
usage fits the 
hypermedia algorithm.
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